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Abstract—The rapid growth of software systems has
amplified the risk of security vulnerabilities that can be
exploited by malicious actors. Traditional static analysis
tools, while functional, suffer from high false-positive rates,
lack of contextual understanding, and inability to detect
semantically complex vulnerabilities. This paper presents
VulnScan-LLM, an integrated development environment
(IDE) plugin that leverages a fine-tuned CodeBERT large
language model (LLM) to perform real-time vulnerability
detection as developers write code. The system is trained on
87,000 labeled samples from the Juliet Test Suite and 14,500
real-world Common Vulnerabilities and Exposures (CVE)
patches, enabling detection of all OWASP Top 10
vulnerability categories including SQL Injection, Cross-Site
Scripting  (XSS), insecure deserialization, and broken
authentication. Experimental evaluation on a held-out test set
of 9,400 samples achieves 91.7% precision and 88.4% recall
at a median inference latency of 87ms on CPU hardware. A
controlled developer study (n=24) demonstrates a 63%
reduction in mean time-to-fix (MTTF) security defects
compared to the SonarQube baseline. The system provides
natural language remediation suggestions via a GPT-4-mini
completion layer, making security guidance actionable and
developer-friendly.

Keywords—Vulnerability Detection, Large Language
Models, CodeBERT, Static Analysis, DevSecOps, OWASP,
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I. INTRODUCTION

The proliferation of interconnected software systems
across financial, healthcare, government, and industrial
domains has made software security a paramount concern.
According to the 2024 Verizon Data Breach Investigations
Report, over 46% of confirmed breaches involved exploitation
of software vulnerabilities, costing organizations an average of
$4.88 million per incident [1]. The foundational challenge in
software security is that vulnerabilities are introduced during
development, yet most detection tools operate post-
development during code review or penetration testing phases,
creating a costly remediation lag.

Static Application Security Testing (SAST) tools such as
SonarQube, Checkmarx, and Fortify have been the industry
standard for automated vulnerability detection. However,
these tools rely on rule-based pattern matching and abstract
syntax tree (AST) analysis, which suffer from fundamental
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limitations: false positive rates exceeding 50% that erode
developer trust [2], inability to understand semantic context
(e.g., distinguishing a vulnerable SQL query from a
parameterized equivalent), and lack of actionable remediation
guidance that developers can directly apply.

The emergence of code-aware large language models
(LLMs), pre-trained on massive corpora of source code and
documentation, offers a transformative opportunity. Models
such as CodeBERT [3], GraphCodeBERT [4], and CodeT5+
[5] demonstrate deep semantic understanding of programming
constructs, enabling them to identify vulnerabilities that evade
pattern-based tools. Critically, LLMs can generate natural
language explanations and remediation suggestions alongside
detections, addressing a key gap in existing tooling.

This paper makes the following contributions:

*  VulnScan-LLM: A fine-tuned CodeBERT model for
multi-label OWASP Top 10 vulnerability classification,
achieving 91.7% precision at 87ms CPU inference
latency.

* An IDE plugin architecture (VS Code) using the Language
Server Protocol (LSP) for non-blocking real-time analysis
triggered on keystroke and file-save events.

» A GPT-4-mini remediation layer that generates developer-
friendly, context-aware fix suggestions alongside
vulnerability alerts.

» Empirical evaluation on the Juliet Test Suite benchmark
and a 24-participant developer study demonstrating 63%
reduction in mean time-to-fix.

The remainder of this paper is organized as follows.
Section 1l reviews related work. Section Il presents the
system architecture and model design. Section IV describes
the training methodology. Section V presents experimental
results. Section VI discusses limitations and future work.
Section VII concludes the paper.

Il. RELATED WORK

A. Traditional Static Analysis

Static analysis tools analyze source code without execution to
detect potential wvulnerabilities. SonarQube [6] uses
configurable rule sets for common vulnerability patterns such
as SQL injection and XSS. Fortify Static Code Analyzer

1851


https://www.irjweb.com/current_issue.php

I\

IRJEAT

International Research Journal of Education and Techi '
Peer Reviewed Journal 128!
ISSN 2581-7795

employs taint analysis to track data flows from untrusted
sources to sensitive sinks. While effective for well-defined
patterns, these tools cannot generalize to novel vulnerability
patterns and produce excessive false positives due to
conservative over-approximation of program behavior.

B. Machine Learning for Vulnerability Detection

Early machine learning approaches applied traditional
classifiers to handcrafted code metrics. Li et al. [7] introduced
VulDeePecker, a bidirectional LSTM operating on code
gadgets (semantically related code slices), demonstrating that
deep learning can capture contextual vulnerability patterns
beyond static rules. Subsequent work by Devign [8] used
graph neural networks (GNNSs) on code property graphs
(CPGs) to detect vulnerabilities in C/C++ functions. However,
these methods require specialized feature extraction pipelines
and do not generalize across programming languages.

C. Pre-trained Language Models for Code

CodeBERT [3], introduced by Microsoft Research, is a
bimodal pre-trained model for programming and natural
languages trained on 6.4 million code-comment pairs across
six programming languages. It achieves state-of-the-art
performance on code search, clone detection, and defect
prediction. GraphCodeBERT [4] extends CodeBERT with
data flow graphs to capture variable dependencies. CodeT5+
[5] adopts an encoder-decoder architecture enabling both
understanding and generation tasks. These models form the
foundation for VulnScan-LLM.

D. LLMs for Security

Recent work has explored GPT-4 and similar models for
vulnerability detection via zero-shot prompting [9]. While
promising, these approaches suffer from high inference
latency (2-8 seconds per function), APl dependency, cost
constraints for real-time IDE integration, and hallucination
risks in security-critical contexts. Our approach fine-tunes a
compact model (CodeBERT-base, 125M parameters) for
deterministic classification while reserving generative LLMs
for the remediation suggestion layer where occasional
imprecision is acceptable.

I11. SYSTEM ARCHITECTURE

VulnScan-LLM comprises four integrated components: (1)
the fine-tuned CodeBERT wvulnerability classifier, (2) the
sliding window tokenizer, (3) the VS Code LSP plugin, and
(4) the GPT-4-mini remediation layer. Figure 1 illustrates the
end-to-end data flow.

Developer writes code in VS Code
! (keystroke / file save)
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LSP Client — VulnScan Server (local)

[
Sliding Window Tokenizer (512 tokens)

l
CodeBERT Classifier (INT8, CPU)

!
Vulnerability Labels + Confidence Scores
| (if confidence > 0.75)
GPT-4-mini Remediation API

l
Inline Diagnostics + Fix Suggestions

Fig. 1. VulnScan-LLM End-to-End Architecture

A. Sliding Window Tokenizer

CodeBERT accepts a maximum of 512 tokens per input. Since
functions in real-world codebases frequently exceed this limit
(the 90th percentile function length in our training corpus is
347 tokens, but outliers reach 2,400+), we implement a sliding
window tokenizer with a stride of 128 tokens and 50% overlap
between adjacent windows. Vulnerability labels from
overlapping windows are merged using maximum-confidence
aggregation: a vulnerability label is reported if any window
covering the flagged token range exceeds the confidence
threshold 6=0.75.

B. CodeBERT Classifier

The classifier head consists of a dropout layer (p=0.1) applied
to the [CLS] token representation from CodeBERT-base,
followed by a linear projection to 10 output logits (one per
OWASP Top 10 category). Sigmoid activation enables multi-
label classification, as a single function may simultaneously
contain  SQL injection and broken authentication
vulnerabilities. The model is quantized to INT8 precision
using PyTorch dynamic quantization, reducing the model size
from 478MB to 119MB and inference time from 312ms to
87ms on an Intel Core i7 CPU.

C. Language Server Protocol Plugin

The VS Code extension registers as an LSP language server
for Python, JavaScript, TypeScript, Java, and PHP. Analysis is
triggered asynchronously on two events: (1) file save, and (2)
2,000ms of typing inactivity (debounced). Analysis runs in a
background worker thread to prevent blocking the Ul thread.
Detected vulnerabilities are surfaced as LSP Diagnostic
objects with severity Error (CVSS >7.0) or Warning (CVSS
4.0-6.9), displayed as red/yellow underlines in the editor gutter
with hover-over descriptions.

D. GPT-4-mini Remediation Layer

When a vulnerability is detected with confidence above
0=0.75, the flagged code snippet (maximum 200 tokens) is
submitted to the OpenAl GPT-4-mini API with a structured
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system prompt requesting: (1) a one-sentence explanation of
the vulnerability, (2) the specific insecure code pattern, and (3)
a corrected code snippet. Responses are cached by (file hash,
line range, vulnerability type) to avoid redundant API calls.
Median remediation response time is 340ms, acceptable given
it occurs asynchronously after the primary classification.

IV. TRAINING METHODOLOGY

A. Dataset Construction

The training dataset comprises two complementary sources.
The Juliet Test Suite (version 1.3) provides 87,420 synthetic
C/C++, Java, and Python code samples with ground-truth
CWE labels mapping to OWASP categories, covering
controlled positive (vulnerable) and negative (safe) examples
for each vulnerability type. The NVD CVE Patch Dataset
contributes 14,520 real-world vulnerability patches extracted
from GitHub advisory commits, providing ecological validity
that synthetic datasets lack. After deduplication and language
filtering, the final dataset contains 94,800 samples.

B. Class Balancing

The dataset exhibits significant class imbalance, with common
categories (SQL Injection: 18.4% of samples) substantially
over-represented relative to rare categories (XML External
Entity: 3.2%). We apply focal loss [10] with y=2.0, which
down-weights well-classified easy examples and focuses
training on hard misclassified examples, effectively addressing
class imbalance without oversampling artifacts.

C. Fine-tuning Configuration

CodeBERT-base is fine-tuned for 15 epochs using the Adam
optimizer with a linear warmup schedule (1,000 warmup
steps) and peak learning rate 2x107°. Batch size is 32 samples.
Gradient clipping at L2 norm 1.0 prevents exploding
gradients. Training was conducted on 2x NVIDIA A100
40GB GPUs for approximately 11 hours. The best checkpoint
is selected based on macro-averaged F1 on the validation set
(10% holdout).

D. Data Augmentation

To improve robustness to variable naming conventions and
code style variations, we apply three augmentation strategies:
(1) identifier renaming (replacing variable names with
semantically neutral alternatives with probability 0.3), (2)
dead code insertion (adding benign no-op statements to alter
structural patterns, probability 0.2), and (3) comment stripping
(removing all inline comments, probability 0.5). Augmented
samples are added to the training set only, not the evaluation
set.

V. EXPERIMENTAL EVALUATION
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A. Benchmark Evaluation

VulnScan-LLM is evaluated on a held-out test set of 9,400
samples stratified by vulnerability type. We compare against
four baselines: (1) SonarQube 10.3 with all security rules
enabled, (2) Semgrep with the community security ruleset, (3)
VulDeePecker [7] retrained on our dataset, and (4) GPT-4
zero-shot prompting.

TABLE I: System Performance Comparison (Overall)

System Precision Recall F1-Score Latency
SonarQube 10.3 48.2% 61.4% 54.0% 3.2s
Semgrep Community 55.7% 52.3% 53.9% 1.8s
VulDeePecker [7] 73.4% 69.8% 71.6% 210ms
GPT-4 Zero-Shot [9] 84.1% 79.3% 81.6% 5.4s

VulnScan-LLM (Ours) 91.7% 88.4% 90.0% 87ms

VulnScan-LLM outperforms all baselines on precision,
recall, and F1-score. Critically, its 87ms inference latency is
62x faster than GPT-4 zero-shot and 36x faster than
SonarQube, enabling genuine real-time IDE integration.
SonarQube's high recall (61.4%) is offset by its extremely
poor precision (48.2%), meaning more than half its alerts are
false positives.

TABLE II: Per-Category Detection Performance (VulnScan-

LLM)

OWASP Category (CWE) | Precision | Recall F1
SQL Injection (CWE-89) 93.2% 91.5% 92.3%
XSS (CWE-79) 90.1% 87.8% 88.9%
Broken Auth (CWE-287) 92.7% 90.1% 91.4%
Sensitive Data Exposure 88.4% 84.7% 86.5%
XML Ext. Entity (CWE- 86.9% 82.3% 84.5%

611)

Broken Access Control 91.3% 88.9% 90.1%
Security Misconfiguration 89.8% 86.2% 87.9%
Insecure Deserialization 89.4% 85.2% 87.2%
Using Vuln. Components 93.6% 90.4% 91.9%
Insufficient Logging 87.2% 83.6% 85.3%
Macro Average 91.7% 88.4% 90.0%

The model performs strongest on SQL Injection (F1:
92.3%) and Using Vulnerable Components (F1: 91.9%),
reflecting the higher representational clarity of these patterns
in training data. XML External Entity injection (F1: 84.5%)
and Insufficient Logging (F1: 85.3%) show relatively lower
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performance, attributable to their lower frequency in the
training corpus and higher semantic ambiguity.

B. Developer User Study

A controlled user study was conducted with 24 participants
(graduate students and junior software engineers, mean
experience 2.3 years) recruited from the department.
Participants were randomly assigned to two conditions: (1)
Control group using SonarQube integrated into VS Code
(n=12), and (2) Treatment group using VulnScan-LLM
(n=12). Each participant completed five security debugging
tasks on intentionally vulnerable Python and JavaScript
codebases of approximately 500 lines each.

TABLE I11: Developer Study Results (n=24)

‘SonarQube VulnScan- | Improvement

LLM

Mean Time-to-Fix 184 6.8 —63%
(min)

Tasks Completed 3.1 4.6 +48%
(avg/5)

False Alert Dismissals ~ 8.3/session  1.7/session —80%

Remediation 2.4 4.3 +79%

Usefulness (1-5)
Overall Satisfaction (1- 2.7 4.5 +67%
5)

VuInScan-LLM reduced mean time-to-fix by 63%, from
18.4 to 6.8 minutes per vulnerability. Qualitative feedback
highlighted that natural language remediation suggestions
were the highest-valued feature: “It doesn't just tell me
something is wrong, it tells me exactly what to change” (P7).
The 80% reduction in false alert dismissals reflects the
substantially higher precision of VulnScan-LLM versus
SonarQube, reducing alert fatigue.

C. Ablation Study

Table IV presents an ablation study isolating the contribution
of each system component to overall Fl-score on the
benchmark test set.

TABLE IV: Ablation Study Results

Configuration Precision Recall F1
CodeBERT base (no fine-tune) 61.3% 58.7% 59.9%
+ Fine-tuning (no focal loss) 84.2% 80.1% 82.1%
+ Focal loss (y=2.0) 89.4% 87.6% 88.5%

+ Sliding window (full model) 91.7% 88.4% 90.0%
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Fine-tuning on the domain-specific vulnerability dataset
provides the largest performance gain (+22.2% F1),
confirming that general code understanding does not
automatically transfer to vulnerability semantics. Focal loss
contributes an additional +6.4% F1 by addressing class
imbalance. The sliding window tokenizer adds +1.5% F1 by
correctly processing long functions that would otherwise be
truncated.

VI. DISCUSSION

A. Limitations

Despite strong performance, VulnScan-LLM has several
limitations. First, the training corpus is dominated by Python,
JavaScript, and Java samples; performance on less common
languages such as Rust, Go, and Kotlin is expected to be lower
and has not been formally evaluated. Second, the system
analyzes individual functions in isolation and cannot detect
inter-procedural  vulnerabilities that emerge from the
composition of multiple call sites. Third, the GPT-4-mini
remediation layer introduces an external API dependency and
associated latency, cost, and data privacy considerations for
organizations with sensitive codebases.

B. Privacy and Ethical Considerations

Submitting code snippets to external APIs (GPT-4-mini) raises
data privacy concerns, particularly in enterprise environments
handling proprietary or regulated code. Future versions will
replace the cloud GPT-4-mini layer with a locally-hosted
open-source instruction-tuned model (e.g., CodeLlama-7B-
Instruct) to enable fully offline operation. Additionally, the
system should not be treated as a definitive security oracle; it
is designed to augment, not replace, manual security code
review and penetration testing.

C. Comparison with ChatGPT-based Approaches

While GPT-4 achieves competitive F1 (81.6%) in zero-shot
prompting, its 5.4-second latency is prohibitive for real-time
IDE integration. Furthermore, GPT-4 operates via cloud APIs,
creating cost (approximately $0.03 per 1,000 tokens) and
privacy barriers. VulnScan-LLM's approach of separating
deterministic classification (fine-tuned CodeBERT, local, fast)
from generative remediation (GPT-4-mini, cloud, async)
achieves the best of both worlds: sub-100ms detection with
high-quality explanations.

D. Future Work

Future research directions include: (1) extending the model to
multi-file inter-procedural analysis using a retrieval-
augmented architecture that retrieves relevant function
definitions across the codebase; (2) adapting the system for
CI/CD pipeline integration as a GitHub Actions workflow; (3)

1854


https://www.irjweb.com/current_issue.php

@,
J
[L_ISZIJ\] International Research Journal of Education and Tech
IRJEAT Peer Reviewed Journal |
ISSN 2581-7795

fine-tuning on organization-specific vulnerability patterns
using federated learning to avoid sharing proprietary training
data; and (4) developing a formal benchmark for LLM-based
vulnerability detection to standardize evaluation across the
research community.

VIl. CONCLUSION

This paper presented VulnScan-LLM, a real-time code
vulnerability detection system that bridges the gap between
the semantic power of large language models and the latency
requirements of developer tooling. By fine-tuning CodeBERT
on a comprehensive vulnerability dataset, applying focal loss
for class imbalance, and implementing an efficient sliding
window tokenizer, the system achieves 91.7% precision and
88.4% recall at 87ms inference latency across all OWASP Top
10 vulnerability categories.

The VS Code LSP integration provides a seamless
developer experience, delivering inline vulnerability alerts and
GPT-4-mini-generated remediation  suggestions  without
disrupting coding flow. A controlled user study with 24
participants demonstrates a 63% reduction in mean time-to-fix
and 80% reduction in false alert dismissals compared to the
SonarQube baseline, validating VulnScan-LLM's practical
utility in real development environments.

The results demonstrate that fine-tuned compact language
models, when combined with thoughtful system engineering,
can outperform both rule-based tools and larger generative
models for security-critical classification tasks. VulnScan-
LLM represents a step toward a future where security is
seamlessly woven into the development process rather than
bolted on as an afterthought.
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